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Eastern Internal Audit Services

BRECKLAND DISTRICT COUNCIL

Follow Up Report on Internal Audit Recommendations
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Responsible Officer: Faye Haywood – Internal Audit Manager for Breckland DC
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1. INTRODUCTION

1.1 This report is being issued to assist the Authority in discharging its responsibilities in relation 
to the internal audit activity.

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive to 
establish a process to monitor and follow up management actions to ensure that they have 
been effectively implemented or that senior management have accepted the risk of not 
taking action. The frequency of reporting and the specific content are for the Authority to 
determine.

1.3 To comply with the above this report includes:  

 The status of agreed actions. 

2. STATUS OF AGREED ACTIONS

2.1 As a result of audit recommendations, management agree action to ensure implementation 
within a specific timeframe and by a responsible officer. 

The recommendations are subsequently uploaded on to the Council’s performance 
management system Pentana, with this alerting management to update progress in advance 
of the due date through email alerts. Management action to date is then input with internal 
audit then either verifying the evidence provided and closing the recommendation or 
agreeing to the extension date provided.

Escalation is also in place to deal with non-responses or recommendations which have been 
overdue for a long time through the Performance, Risk and Audit Board and through the 
Finance Board as required due to the statutory requirements of the Section 151 Officer to 
ensure that appropriate risk mitigation action is being taken. Ultimately further escalation is 
through the Executive Management Team.

2.2 Appendix 1 to this report shows the details of the progress made to date in relation to the 
implementation of the agreed recommendations and reflects the year in which the audit was 
undertaken to enable the Committee to easily identify old outstanding recommendations. 
The table also identifies between outstanding recommendations that have previously been 
reported to this Committee and then those which have become outstanding this time round. 

2.3 In 2016/17 internal audit raised 56 recommendations. 53 of which have been implemented 
by the agreed date, three of which are outstanding (two important and one needs attention). 
The management responses in relation to these outstanding recommendations can be seen 
at Appendix 2 of the report.

Number raised 56

Complete 53 95%

Outstanding 3 5%
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2.4 In 2017/18 Internal Audit raised 77 recommendations, 61 of which have been implemented 
by the agreed date. 14 recommendations are now outstanding (two urgent, six important and 
six needs attention) and one priority 2 recommendation is not due. 

The management responses in relation to the two urgent and six important outstanding 
recommendations can be seen at Appendix 3 of the report.

Number raised 77

Complete 61 80%

Outstanding 14 18%

Not yet due 1 1%

Disagreed 1 1%

2.6 In 2018/19 Internal Audit has raised 70 recommendation, 15 of which are now complete. A 
total of two urgent and three important and four needs attention recommendations are 
oustanding. Details of the urgent and important outstanding recommendations can be found 
at Appendix 3 of this report. 

Number raised to date 70

Complete 15 21%

Outstanding 9 13%

Not yet due 46 66%

2.7 Good progress continues to be made in addressing historic recommendations, however we 
would urge management to focus on completion of the three recommendations that were 
raised in 2016/17 and the urgent and important recommendations raised in 2017/18. In 
particular, by using the Pentana system to keep recommendations up to date and reporting 
progress to the Performance and Risk Board.  

2.8 ARP internal audit recommendations from 2017/18 that were raised across the board in the 
areas of council tax, national non-domestic rates, benefits, overpayments and enforcement 
are reviewed during the audits undertaken throughout the year to establish if any have been 
completed or if they need to be re-raised. Appendix one shows the number of 
recommendations that have been raised for ARP audits in 2018/19 and these are all 
currently within deadline. Progress against these actions will be verified during 2019-20 
internal audit reviews. 
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APPENDIX 1 – STATUS OF AGREED INTERNAL AUDIT RECOMMENDATIONS
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APPENDIX 2 - 2016-17 OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS

Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1704 
Environmental 
Services - 
Contaminated 
Waste

Communities and 
Environmental 
Services Manager

A Waste Collection Policy be 
developed and be approved by 
Cabinet that clearly sets out the 
Council's approach to managing 
resident's household waste in a 
safe and cost-effective way, that 
encourages waste minimisation 
and recycling and requirements 
for minimising contaminated 
waste.

The policy to include the 
responsibilities of the Council, its 
waste collection contractor 
(Serco), and residents, with 
regard to recycling and 
enforcement actions that may be 
taken in the event of repeated 
contamination by householders.

Medium Outstanding 
(With Agreed 
Extension)

01-Jun-17 31-Oct-19 The policy development has been put on hold 
awaiting the publication of DEFRA's resources and 
waste strategy which is due later in the year. The 
consultation closes 13th May 2019, with results 
published up to 4 to 6 weeks later. A further 4 
months would allow for a report to be written and 
approved. 

BRK1709 - 
Licensing & 
Business Support

Licensing & 
Business Support 
Manager

Taxi licence fees for both 
Councils to be reviewed.

Medium Outstanding 
(With Agreed 
Extension)

30-Sep-17 30-Nov-19 This has not taken place yet but will be implemented 
during 2019 as part of our taxi policy review. Due to 
changes in legislation and national policy, it has 
been necessary to delay the policy review. Because 
license fees must be cost recovery only it follows 
that the review of the fees needs to follow on from 
the implementation of new policy and processes. 
We are now in the process of updating the new 
policy and processes which will require a full 
consultation and needs to be taken through our 
Licensing Committee for approval. 
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APPENDIX 3 2017-18 - OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS

Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1802 - Private 
Sector Housing

Housing Manager Documented licence 
conditions be enforced, and 
the relevant evidence be 
retained and where a landlord 
has not provided evidence 
requested or failed to meet 
licence conditions, then formal 
enforcement actions be taken 
as necessary.

High Outstanding 01-Jul-18 31-Aug-19 Private sector housing has been ensuring all 
evidence of enforcement cases are being recorded. 
Private sector has recently moved to a new system 
Tascomi and are ensuring all information is recorded 
correctly. We have had staffing changes and now 
have an interim private sector team leader focusing 
solely on compliance and policies requires within the 
service. This is therefore an ongoing action with a 
view to complete within 3 months.

BRK1802 - Private 
Sector Housing

Housing Manager All inspections, including 
assessment of fire risks, to be 
promptly completed and 
licences processed and issued 
in a timely manner, within an 
agreed timeframe, which 
should be clearly 
communicated to the Housing 
team.

High Outstanding 01-Jul-18 31-Dec-19 The team are focussing on high risk assessments 
and ensuring that all administrative tasks are 
completed in a timely manner. We have now 
recruited an additional team member who has now 
completed the necessary training to be able to 
complete these tasks. However, we currently have a 
vacant post which we are looking to recruit into to 
support this function. The new Private sector team 
leader is looking at this intensively and will be 
looking at what policies, these are currently in place 
and if required changes to policy and procedure. 
Both of these documents are in the process of being 
amended and will be required to follow the 
committee process.

BRK1802 - Private 
Sector Housing

Housing Manager Decision to be taken by 
management on all types of 
financial assistance to be 
provided by the Council to 
bring empty dwelling back into 
use, including 'Restore Grants' 
and private leasing, and all the 
agreed assistance and criteria 
for applying for or awarding 
each type of financial 
assistance be detailed in the 
Empty Dwellings Policy. 

Medium Outstanding 01-Apr-19 30-Dec-19 The new private sector team leader along with the 
housing manager are in the process of writing an 
empty dwellings policy to reflect this action. These 
documents are in the process of being written and 
will be required to follow the committee process.

BRK1806 - 
Environmental 
Protection

Business 
Development Officer

The Council to implement and 
maintain a risk assessment 
programme for private water 
supplies.

Medium Outstanding 31-May-18 30-Jun-19 Extension has been requested and agreed to put 
this action in line with others, to enable the 
implementation of replacement Public Protection 
software which will better support the delivery of this 
function.
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Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1821 - 
Cybersecurity

IT Manager Recommendation 2. The 
Council to conduct a review of 
the ICT Security policy, 
including suggested policy 
adjustments related to Cyber 
threats and as laid out in 
subsequent actions in this 
report, and communicate it to 
all relevant officers and 
members.

Medium Outstanding 31-Jul-18 31-Jul-19  IT Manager is looking at restructuring the security 
policy in order that the section relating to 
cybersecurity becomes a sub-component to the 
wider ICT Security policy. This would allow updates 
to be made to the cybersecurity policy to be made 
without the full ICT Security policy needing re-
approval each time. 

BRK1821 - 
Cybersecurity

IT Manager Recommendation 4. The 
Council to ensure that the 
available Cyber Security e-
learning package is made 
available to all officers and 
members and that completion 
of the training is logged and 
monitored.

Medium Outstanding 31-Oct-18 30-Jun-19 Funding has now been secured for an e-learning 
package on cybersecurity. This will cover all 
Members & Officers. It is expected to be made 
available by the early June 2019. The name of the 
package is DoJo. 

BRK1821 - 
Cybersecurity

IT Manager Recommendation 5. The 
Council to implement 
appropriate change control 
processes that are proportional 
to the needs of the Council.

Medium Outstanding 31-Jul-18 30-Jun-19 Investigation of the Change Control module within 
Manage Engine has been completed. It transpires 
that the solution available within this system is 
greatly over-complex and over-engineered to suit the 
requirement. Further consideration needs to be 
given around an alternative solution that is 
proportional to the Council's needs.

BRK1821 - 
Cybersecurity

IT Manager Recommendation 7. The 
Council to conduct a risk 
assessment of the lack of 
firewall resilience and to 
deploy additional resilience in 
this area as appropriate.

Medium Outstanding 31-Aug-18 30-Jun-19 Active firewall configuration is now awaiting a 
bandwidth upgrade. This is now expected to be 
completed by end of June 2019. Meantime the 
hardware supporting the main firewall was 
successfully upgraded during w/c 13 May 2019. 
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APPENDIX 4 – 2018-19 OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS

Audit 
Reference

Responsible 
Officer

Recommendations Priority Status Original 
Date 

Revised 
Date 

Latest Notes

BRK1901 - 
Procurement and 
Contract 
Management

Executive Manager 
Strategy and 
Governance

Clarity be provided within the 
Contract Procedures Rules as 
to what level of officer may 
authorise each level of the 
procurement process. (Both 
Councils)

Medium Outstanding 28-Feb-19 30-Aug-19 The team are working with legal and democratic 
services and have drafted guides to delegations & 
authorisation in contract award. This will be built on 
in the regular constitution training delivered by all 
three teams.

BRK1901 - 
Procurement and 
Contract 
Management

Corporate Contracts 
and Procurement 
Manager 

The current contract template 
is reviewed against the 
requirements of the 
Constitution and updated 
accordingly and specifically, to 
include the requirements of 
the Human Rights Act. (Both 
Councils)

Medium Outstanding 28-Feb-19 30-Jun-19 We will source & develop standard clauses with 
Legal.

BRK1906 Housing 
Needs

Housing Manager A review be undertaken of 
legacy rent accounts (service 
charge) to ensure these are 
up-to-date with recovery 
undertaken on rent arrears 
identified.

High Outstanding 01-Apr-19 30-Jun-19 We have recruited an Allocations Officer to review 
all legacy rent accounts and service charges. The 
demand within the service has been extremely high 
and we have been unable to fully complete this 
recommendation. The Allocations Officer is currently 
working on this recommendation and we expect a 
complete review of legacy rent accounts and the 
first process for recovery to be completed.

BRK1906 Housing 
Needs

Housing Manager Regular monitoring be 
undertaken of tenant 
temporary accommodation 
rent accounts (service 
charge), including the recovery 
of rent arrears where identified

High Outstanding 01-Apr-19 30-Jun-19 We have recruited an Allocations Officer to review 
all current rent accounts and service charges. The 
demand within the service has been extremely high 
and we have been unable to fully complete this 
recommendation. We have looked at our processes 
and streamlined the way we record information to 
ensure information is recorded clearly and 
accurately. The Allocations Officer is currently 
working on this recommendation and we expect a 
review of all current rent accounts and the first 
process for recovery to be completed. 

BRK1909 Payroll 
and HR 

HR Manager All staff appraisals to be 
completed in accordance with 
laid down timescales and 
evidence to be submitted to 
HR. In addition, all appraisal 
forms to be signed and dated 
by the appraiser and appraise.

Medium Outstanding 31-Mar-19 30-May-19 87% of appraisals submitted to HR for 19/20-
remainder are being chased
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